


SCAMS AND 
INTERNET 
SECURITY



DISINFORMATION IN 2025

Scams have always 
existed
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La buenaventura (1548),
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The dynamics have not 
changed...
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What would you 
highlight in 
this painting?
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La buenaventura (1548),
Caravaggio

¿Qué destacarías en 
esta pintura?
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What are scammers
 looking for?
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PHISHING

BY PHONE
(our phones)



WHAT IS PHISHING?
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It is a deception technique that 
aims to obtain your personal and, 
sometimes, bank details by posing 
as a company or institution that you 
know and trust.



WHAT KIND
 OF DATA?
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PERSONAL DATA

TELEPHONE NUMBERS

BANK DETAILS 



PHISHING
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It can reach your mobile phone in many 
different ways: by SMS, email, Facebook, 

and even by a WhatsApp message.
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What do they use 
our personal data 
for?  

Patricia
Sanitaria de Castilla y León
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Sanitaria de Castilla y León



SPOOFING?
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Technique that impersonates the identity 
of a person, institution or organization.
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VISHING?
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When they use VOICE. Usually a phone call 
(bank, electric company, etc.) and they try to 
verify your information....



How can they get so much 
data?
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● Data leaks
● Social networks and public sources
● Social engineering attacks
● Black market data sales
● Malware
● Application terms and conditions 
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WHAT IS SOCIAL 
ENGINEERING?
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Techniques used by 
cybercriminals to get us to 
perform an action that goes 
against us.
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How does the story end?
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1. Tomás and Ana got married. They were happy and had a happy 
ending.

2. He was repatriated but used Google Translate, and when he 
arrived in Spain, they never understood each other. Ana 
understood that his fear of women was because his style of love 
was toxic.

3. Tomás is in Ukraine, and Ana finally hooked up with her 
neighbour.

4. It was a case of phishing, more specifically catfishing.

How does the history end? 
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WHAT DO WE DO IF WE HAVE BEEN THE VICTIM OF A SCAM AND IT AFFECTS US PSYCHOLOGICALLY
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Have you been a victim of a 
phishing scam?
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OTHER 
EXAMPLES
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How do they work?

Fake Raffles 

● They impersonate a brand or business you know.

● They create fake profiles for that brand on social media.
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Sorteos falsos

● They often use expensive and trendy products.

● They don't disclose the legal basis of the giveaway.

Fake Raffles
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Sorteos falsos

● They often say it's for an anniversary.

● They use stock photos.

Sorteos falsos
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How do they work?

Avisos falsos del banco

● They come in many forms: SMS, email, fake websites...

● They copy the bank's corporate image and logo.

● They claim your account has been blocked, is about to 
expire, or that there's a suspicious transaction. 

Fake bank notices



DISINFORMATION IN 2025

How do they work?

Avisos falsos del banco

● They want you to click on a link.

● They want you to enter your bank details and password.

Fake bank notices 
falsos del banco
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What could happen?

Fake bank notices 

● They steal your banking credentials and take your money.

● They install malware on your device.
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How do they work?

● They impersonate postal workers, Amazon, UPS...

● They tell you where you can pick up a package.

● They ask you to confirm your information.

Fake package notifications
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False communications from 
institutions

How do they work?
● They impersonate an institution and copy its image.

● They tell you there's a change in their database.

● They might tell you they're going to make a payment.

● They want you to click on a link or download something.
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Falses opportunities 
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TIPS AND 
TRICKS 



1. Be realistic
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YOU CAN'T HAVE 
WON

3 CONTESTS
IN ONE MONTH 

A VACUUM 
CLEANER

DOESN'T COST
2 EUROS 

IF YOU HAVEN'T 
BOUGHT 

ANYTHING, YOU 
CAN'T RECEIVE A 

PACKAGE 



1. BE REALISTC
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Nobody donates their 

inheritance on the 

Internet.



2. WHO SENT ME IT?
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 If you don't know where an 
email is from or if you see 
something strange after 

the "@", don't open it. 



2. WHO SENT ME IT?
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3. FORWARD (MANY TIMES)

DISINFORMATION IN 2025

No importa si la persona que nos lo 
envió por WhatsApp es de confianza



4. WHAT ARE YOU SENDING ME? 
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CHECK THE URL 
OR THE LINK

A URL is the address where 
something is stored on the 
Internet 



4. THE URL OR THE LINK
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A link is an address that can be 
clicked on and redirects to a 

website. 



4. THE URL OR THE LINK
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A URL always begins: 

A URL is the address where 
something is stored on the Internet.

https://……………………………….



DISINFORMATION IN 2025



DISINFORMATION IN 2025

The URL of the page 
(iasdu.info) is not the 
official URL of Lidl 
(lidl.co.uk) or the Dyson 
brand (dyson.co.uk).

En el texto vemos 
que hay faltas de 

ortografía



5. DO NOT DISCLOSE OUR 
PERSONAL DATA 
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If something has reached me through social media, text 
message, or email, we should think twice before putting our 

name, address, or bank details.

Never share your banking credentials if you are not 
sure about the reliability of the page. 
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THERE´S A 
BIG 

DIFFERENCE 
BETWEEN 

IF I HAVE 
SEARCHED 

FOR IT 

IF SOMEONE 
SENT ME IT 

5. DO NOT DISCLOSE OUR 
PERSONAL DATA
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IF I RECEIVE ANY SUSPICIOUS 
CONTENT:

I avoid clicking on the link I have 
received.

IT´S ALWAYS BETTER SEARCH 
FOR IT MYSELF



5. DON'T RUSH INTO THINGS
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I do a little research before believing 
anything. I verify: 

Who sent 
me it 

Information 
in Internet

I ask for help



AND REMEMBER:
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● We have to take things slowly.
● If there is anything we are unsure 

about, we don't trust it.
● It can happen to anyone. 




